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Foreword

The LAC4 Guide for Small and Medium Enterprises offers an essential, hands-on
roadmap to help SMEs across Latin America and the Caribbean strengthen their
digital defenses. With cyber threats increasingly targeting small businesses, this
guide translates complex global cybersecurity frameworks into actionable,
affordable steps, from digital hygiene and phishing prevention to incident
response and Zero Trust principles.

Grounded in real-world examples, regional context, and step-by-step activities,
the guide empowers SMEs to take ownership of their cybersecurity, regardless of
size or budget. By following the phased action plan and fostering a culture of
awareness, small businesses can not only reduce their vulnerability but also build
trust with clients, partners, and investors.
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Executive Summary

Small and medium-sized enterprises (SMEs) represent over 95% of all businesses in
Latin America and the Caribbean (LAC4). They drive innovation, create jobs, and
form the backbone of local economies. Yet, as they become more connected and
digital, they also become increasingly exposed to cyber threats — many of which
are specifically designed to exploit the limited resources, infrastructure, and
awareness typical of small businesses.

Unlike large corporations, most SMEs in the region lack dedicated cybersecurity
teams, formal risk assessments, or contingency plans. A single phishing email,
ransomware infection, or supplier compromise can result in significant financial
loss, reputational damage, or even permanent closure. And yet, cybersecurity is still
often seen as a luxury — something to be addressed “later,” or left entirely in the
hands of outsourced IT providers.

This guide was created to change that mindset.

Grounded in globally recognized frameworks (such as the International
Standardisation Organisation - 1SO, National Institute of Standards and
Technology — NIST, the Centre for Internet Security, and the Latin American E-ITS
approach), this guide offers SMEs in the LAC4 region a practical roadmap to
cybersecurity. Rather than focusing on abstract concepts or expensive solutions, it
translates complex guidance into real-world, affordable actions that businesses of
any size can take.

Through ten thematic chapters, the guide addresses:

The most common and emerging threats affecting SMEs.
Digital hygiene fundamentals and employee awareness.

Risk identification and incident response planning.

Zero Trust principles tailored to small business environments.
Security considerations for third-party vendors and cloud tools.
A phased action plan for building resilience over time.

Each chapter includes actionable checklists, regional context, and real-world
examples — including cases of small businesses that suffered attacks and those
that successfully strengthened their security posture.

After reading this guide, SMEs will be able to:

Understand the cybersecurity risks most relevant to their operations.
Assign internal ownership and leadership of security practices.
Take the first steps toward aligning with trusted frameworks like ISO, NIST,
CIS, or E-ITS.

e Build a security culture where everyone — from the CEO to frontline
employees — contributes to protecting the business.
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Cybersecurity is not just a technical issue. It's a business survival issue. And for SMEs
in LAC4, it is time to act.

1 Cybersecurity as a Driver of SME Resilience

"It won't happen to us." This is one of the most commmon — and dangerous —
assumptions made by small and medium-sized enterprises (SMEs) across Latin
America and the Caribbean. Yet, in today's hyperconnected world, even the
smallest company can be the victim of a cyberattack.

In this chapter, we explore why cybersecurity is not just a technical issue, but a
strategic priority for the survival and growth of SMEs. We'll uncover the most
common myths that are preventing small businesses from acting, highlight the
crucial role of leadership — even without a formal CISO —and present a compelling
case for why cybersecurity is the foundation of modern business resilience.

1.1 Why cybersecurity matters in LAC4

In the LAC4 region, SMEs represent over 95% of all businesses and are vital engines
of employment and innovation. However, they are increasingly vulnerable to cyber
threats due to several structural factors:

e Limited access to cybersecurity expertise
e Low investmentin IT infrastructure
e High reliance on third-party platforms and digital tools

According to the Inter-American Development Bank (IDB), cyberattacks on SMEs
in Latin America have surged in the last five years, with ransomware and phishing
being the most prevalent. Unlike large corporations, most SMEs lack the ability to
recover quickly from such attacks, making them an easier and more profitable
target for cybercriminals.

Cybersecurity, therefore, is not just about protection. It's about ensuring business
continuity, maintaining customer trust, and creating a competitive advantage in a
digital economy.

"SMEs that integrate cybersecurity as a strategic function are not only better
protected — they're also more attractive to investors, partners, and customers." —
IDB Cybersecurity Report, 2022
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1.2 The strategic role of the CISO, even in small businesses

In the digital era, cybersecurity leadership is not a luxury — it's a necessity. Yet, in
many small and medium-sized enterprises (SMEs), the role of the Chief Information
Security Officer (CISO) is either non-existent or delegated entirely to external IT
providers. This creates a dangerous gap between technical execution and strategic
oversight.

Even in the absence of a formal CISO, every SME should assign someone to own
cybersecurity leadership. This person doesn't need to be a full-time executive but
must have clear authority and accountability for the organization’s security
posture.

Key Responsibilities of an SME CISO (or equivalent role):

Domain Responsibilities

Risk Management Identify threats and vulnerabilities; conduct regular risk assessments.

Policy & Governance Define acceptable use policies, data handling rules, and compliance
alignment.

IAwareness & Training Design or coordinate training for all employees on cyber hygiene and
threats.

[Third-Party Oversight Evaluate vendor risks and set minimum security requirements for
partners.

Incident Response Develop an incident response plan; lead containment and recovery
efforts.

Why Having a CISO Mindset Matters

SMEs that embrace a "CISO mindset" — regardless of whether they have a formal
title — benefit from:

e Faster response times to incidents
e Better vendor contract terms (due to stronger security posture)
e Increased trust from clients, regulators, and partners

A proactive cybersecurity leader is a multiplier: they reduce risk, build resilience,
and elevate the organization’s maturity.

1.3 Myths and Realities of Cybersecurity in Latin America

One of the biggest barriers to improving cybersecurity among SMEs in Latin
America is the prevalence of myths — powerful but outdated beliefs that prevent
action. These misconceptions are often reinforced by a lack of awareness, limited
access to reliable information, and the absence of past incidents (or the perception
that "nothing has happened yet").
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Challenging these myths is not just about education; it's about shifting the
mindset of business owners, managers, and employees to view cybersecurity as a
shared, strategic priority.

Top 3 Myths and the Truths Behind Them

Myth 1 "Cyberattacks only target large companies."
SMEs are prime targets precisely because of their perceived lack of defenses.
According to Microsoft’s Digital Defense Report (2023), over 70% of
ransomware attacks in Latin America targeted small and mid-sized
businesses. These attacks often go unreported but can be financially
devastating.

Myth 2: "We don’'t handle sensitive data, so we're not a target."
Even basic customer data (names, emails, billing information) can be
monetized. Moreover, attackers often use SMEs as stepping stones to larger
targets through supply chain infiltration. Every business — regardless of size
— holds something of value to cybercriminals.

Myth 3: "Cybersecurity is too expensive and complicated."
Many high-impact security measures are low-cost or even free. Examples
include enabling two-factor authentication (2FA), conducting regular
backups, restricting admin access, and training staff. What's needed isn't a
big budget — it's consistent action.

Bonus Myths (Worth Addressing Internally)

e "Our IT provider handles everything." — While external support is valuable,
accountability must still lie within the organization.

e "We've never had a breach, so we're secure." — This may simply mean
attacks haven't been detected. A lack of incidents doesn't equal a lack of
exposure.

e "Cybersecurity is an IT issue, not a business issue." — |n reality, it affects
finances, reputation, legal exposure, and operational continuity.

"Believing you're not a target is the easiest
way to become one".
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2 Real-World Threat Landscape for SMEs

You can’t protect what you don't understand. For SMEs in the LAC4 region, the
digital threat landscape is evolving rapidly — and many of the threats are designed
specifically to exploit limited resources, lack of awareness, or human error.

This chapter provides a clear and updated overview of the most common and
emerging threats that SMEs face today. We will break down how these attacks
work, why they are so effective against smaller companies, and what early warning
signs to look for.

2.1 Main Attack Vectors: Phishing, Ransomware and Insider Threats
Phishing

Phishing is when criminals send fake emails, text messages, or voice messages to
trick people into clicking dangerous links, downloading malware, or giving up their
passwords or bank details. They pretend to be someone you trust — like your bank,
a government office, or a delivery company — so you act fast without thinking.

Phishing remains the most common and effective attack vector against small and
medium-sized businesses (SMEs). These scams use emails, texts, or voice messages
to trick employees into clicking malicious links, downloading malware, or
surrendering credentials. In the LAC region, phishing campaigns have become
more targeted, often impersonating local banks, government agencies, or logistics
companies.

Why it works:

e Employees are often not trained to spot subtle signs of phishing
e SMEs usually lack email filtering or anti-phishing tools
e Spear-phishing campaigns can impersonate known vendors or partners

Signs to watch for:

Unexpected emails requesting urgent payments or password resets

e Suspicious links or attachments
Poor grammar or slightly altered domain names (e.g., @bancO.com instead
of @banco.com)

Ransomware

Ransomware is a type of attack where criminals lock or encrypt an organization’s
files so they can't be used. The attackers demand money (usually in
cryptocurrency) in exchange for a decryption key to unlock the data. SMEs are
especially vulnerable because they often lack good backup systems or disaster
recovery plans.
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Ransomware attacks encrypt an organization’s data and demand payment —
usually in cryptocurrency — in exchange for a decryption key. SMEs are particularly
vulnerable because they often lack robust backup systems or disaster recovery
plans.

Why it works:

e Malware often enters a company’s systems through phishing emails or by
exploiting exposed services and weak remote access points — for example,
unsecured Remote Desktop Protocol (RDP) connections.

e Many SMEs do not regularly back up or test data recovery procedures
Attackers assume SMEs are more likely to pay to restore operations quickly

Real case: In 2023, a small accounting firm in Central America lost access to all
client records due to ransomware. Lacking proper backups, the firm paid over
$12,000 in bitcoin to recover its data — only to receive a corrupted decryption key.

Insider Threats

An insider threat happens when someone inside your company — like an
employee, contractor, or partner — misuses their access to your systems or data.
Sometimes it's done on purpose, like stealing or leaking information. Other times,
it's accidental — like an employee reusing a weak password or clicking on a
phishing link.

In small and medium-sized businesses (SMEs), access controls are often minimal
and monitoring is rare — which makes insider threats one of the hardest risks to
detect early.

Types of insider threats:

e Disgruntled employees leaking data or deleting files
e Employees reusing personal passwords or falling for phishing
e Contractors misconfiguring cloud services or leaving data exposed

Mitigation strategies:

e Limit access to sensitive systems based on role
e Enable activity logging and review logs periodically
e Conduct exit interviews and disable accounts promptly when staff leave

2.2 Emerging Trends: Deepfakes, Al-Powered Attacks and Qrishing

Cybercriminals constantly innovate — and SMEs must stay ahead. These three
emerging trends are no longer futuristic threats; they're here and growing fast in
Latin America.
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Deepfakes

A deepfake is a video, audio, or image created using artificial intelligence (Al) to
imitate real people's voices, faces, or actions. While many deepfakes start as
celebrity pranks or fake news clips, cybercriminals now use them to trick
employees or impersonate executives.

Example (real case):

In the USA, political deepfakes have already caused confusion and fraud. For
example, a fake video of Senator Marco Rubio was circulated online, edited with Al
to make him appear to say things he never did. Although this specific clip was
political, it shows how easy it is to manipulate audio and video — and the same
techniques are now used in business scams to trick people into approving
payments or sharing confidential data.

Example (SME scenario):

A deepfake voice note sent via WhatsApp instructs a finance manager to approve
a wire transfer urgently, impersonating the company’s director.

What makes it dangerous:

e High emotional pressure and urgency
e Use of familiar voices, images, or language
e Difficult for employees to question authority in real time

Mitigation:

|n

e Implement “two-person approval” protocols for financial transfers
e FEducate teams to verify instructions via secondary channels

Al-Powered Attacks

Hackers are now using generative Al to write malware, automate phishing content,
and even tailor attacks in real time. Al can also be used to mimic writing styles,
making emails or messages harder to detect as fake.

Why it matters for SMEs:

e More personalized and convincing attacks
e Faster attack cycles that adapt based on response
e More difficult to detect with traditional security tools

Response strategies:

e |nvestin Al-based detection tools if available

Funded by
the European Union

> EU
.&é CyberNet




12

e Train employees to critically evaluate emails and messages, even in manual
way
e Use phishing simulations that include Al-generated content

Qrishing (QR Code Phishing)

Qrishing is a new form of phishing that uses QR codes to lead users to malicious
websites or fake login pages. These are often placed on posters, fake invoices, or
emails. Since scanning a QR code bypasses visual URL scrutiny, users are more
likely to fall victim.

Why it's effective:

e Bypasses email filters and antivirus software
e Exploits mobile-first behavior
e Appears modern and legitimate

Prevention tips:

e Train users not to scan unknown QR codes
e Verify URLs before entering credentials
e Use mobile device management (MDM) tools if possible

"The future of cybercrime is powered by Al. But so is the future of cyber
defense". — ENISA Threat Landscape, 2024

2.3 Real Cases: Yahoo, Marriott, Uber, and Small Retailers

Understanding what went wrong in real attacks — and how it could have been
prevented — is one of the most powerful ways to learn. The following cases show
how both global corporations and local small businesses have suffered serious
cybersecurity failures, often through simple mistakes.

Yahoo (2013-2014)

One of the largest data breaches in history affected over 3 billion user accounts.
Attackers gained access through a spear-phishing email, which is a targeted
phishing attack designed to trick a specific person or company. Unlike generic
phishing that goes to thousands of random people, spear-phishing uses personal
information to make the message look real — for example, pretending to be a
trusted colleague or partner. In Yahoo's case, hackers used this tactic to target a
privileged employee and steal credentials. The breach wasn't disclosed until years
later, causing major reputational and financial damage.

Lesson for SMEs: Even large companies can fail at basic email security. Phishing
protection and breach disclosure protocols are essential.
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Marriott (2014-2018)

Hackers infiltrated the reservation system of Starwood Hotels (later acquired by
Marriott), stealing passport numbers, payment data, and personal details of 500
million guests. The breach went undetected for four years.

Lesson for SMEs: Supply chain and acquisition due diligence are critical. Legacy
systems and third-party access can introduce major vulnerabilities.

Uber (2022)

An 18-year-old hacker tricked an Uber contractor into sharing credentials using
social engineering. The attacker gained full access to internal systems, posted
screenshots online, and embarrassed the company globally.

Lesson for SMEs: Attackers increasingly exploit Multi-Factor Authentication (MFA)
fatigue and social engineering to bypass security. Ongoing training and smarter
Multi-Factor Authentication tools are key to protect people and accounts.

Small Retailers in LAC4

Across Latin America, small shops and e-commerce businesses have been
targeted by:

e Magecart-style credit card skimming, which means attackers hide
malicious code in an online store’s checkout page to steal customers’ credit
card details when they make a purchase.

e Fake bank transfer frauds

e Business Email Compromise (BEC), which means criminals hack or fake a
supplier's email to impersonate them and trick the company into paying
fake invoices or transferring money to the wrong account.

Lesson for SMEs: Even without global visibility, local businesses are under attack.
Awareness and preventive controls matter more than size or industry.

"These aren’t distant stories. They’re wake-
up calls".
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3 Initial Risk Assessment

To understand what and why an organization should protect something, the
organization needs to know its assets and think about damage scenarios -
situations that the company would like to avoid or mitigate the consequences of
incidents. The following section helps to make the asset inventory and describes
five scenarios from the perspective of the three security components. Based on the
results of the initial risk assessment the organization can assess the priorities of its
defense strategy - the assets and processes which protection is a priority for the
company's survival.

3.1 Asset Inventory

"If you don't know your assets, the attacker will."

To be more aware of your system than the attacker, map all the assets necessary
for your company to operate. This mapping should be done with the business
users, because only they know what is being used and how. For example, an IT
specialist may not always see the user applications or cloud services being used.
By understanding your assets, you can use existing catalogs of security measures
and not have to develop all the security measures yourself.

The following figure shows the possible asset classes that can be mapped. It is also

necessary to add relevant details, such as the location and users of the devices,
licenses, data used, operating systems, etc.

- End User Devices
Sensitive data Emloyees . 1 Applications —1 Network equipment
trade secrets — . LBptDp
. ff;:?;:g{e data Privileged users . ;?:::; [ Catalog services Cables
« finance data -
External parties [ Server [ | Network services :;:;;m::tse
Technical data
. : E:::sflguratlons I—{ Removable media —| Business services Buildings and rooms
* Useraccounts -
dota L Tar I— Groupware Tecrjlnlcal rooms and
cabinets
Contracts
L—{+« NDA Multimedia, Printers [ Cloud Services — Vehicles IT
SLA
Social Media Remote
Industry equipment | accounts | workstations
Robots
T Diagnostics
* SCADA

Once you have mapped the assets, you can begin the initial risk assessment.
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3.2 Scale to assess scenarios risk level

For each scenario, it is necessary to define the scale for your organization, for
example a three level scale:

e Very high - catastrophic, there is a need for detailed risk analysis and
additional security measures (up to 15% of the annual budget).

° - serious, detailed risk analysis is suggested, and additional security
measures could be necessary (over 1.5% of the annual budget).
e Normal - limited or manageable, general typical security measures are

sufficient, no need for detailed risk analysis till any changes.

3.2.1 Key components of security

The loss scenarios should be assessed from the perspective of the key components
of security, so-called CIA triangle:

e C - confidentiality: ensuring information is not disclosed unauthorized.
e |- integrity: ensuring data is accurate and unaltered
e A - availability: ensuring access to systems when needed

CIA helps to simplify further work on the selection of security measures, e.g., when
concluding service level agreements (SLA).

By considering different scenarios, an organization can identify weaknesses in its
business processes that need to be prioritized for protection. This is how risk criteria
can be found: borderline situations where monitoring is no longer sufficient and
where protective measures must be immediately implemented for the process
and assets to prevent vulnerabilities.

3.3 Loss scenarios

1. Which regulations and agreements set requirements or expectations for the organisation?

e Are there any important laws including the Personal Data Protection Act, Cybersecurity Act, database
regulations, supply chain regulations or import/export rules or tax regulations?

e Relevant rules may include administrative regulations, service rules, and other policies.
Important contracts to consider are data processing agreements, trade secret agreements, and non-disclosure
agreements (NDAs).

C - Are there laws or agreements that | | - Are there laws or regulations | A - Are there legal or contractual
require certain business information (e.g., | that require this information to | obligations for this data or systems to be
personal data, trade secrets) to remain | remain accurate and | accessible 24/7?
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private? unchanged?

C - Could sharing restricted information A - Would a system failure or downtime

result in legal action or financial penalties? |lead to non-compliance with regulations or
contracts?

2. What is the potential harm to someone’s life and health from the activities of the organisation?

A failure in IT systems or applications could directly harm people, causing injury, disability, or death. The impact should
be assessed based on the direct risk to individuals. Examples include medical devices, diagnostic systems, air traffic
control, traffic management, and food industry systems used for production, transportation, and sales, where failures
could lead to contamination, spoilage, or unsafe products reaching consumers, as well as the safety of robotic or
monitoring systems.

C - Could sharing information processedin | I - Could changing the data or | A - Could a system failure directly harm
business processes harm someone | system put someone's health | someone's health?
physically or mentally? at risk?

3. What are the losses if the organisation’s tasks are not completed and the quality of work is not as expected?

An organization’s ability to operate can be seriously affected if an application is unavailable or data is inaccurate. The
impact depends on how long the issue lasts and how much it disrupts services.

e Alegally required task isn't completed on time.

e Order processing delays cause late deliveries.

e |ncorrect control settings lead to product defects.
Testing system failures result in quality issues

C - Is sensitive information (e.g., law || - Could incorrect or altered [ A - Would system downtime or delays
enforcement data, investigation results) | data disrupt operations or lead | make it impossible to meet deadlines or
essential for carrying out business tasks? to major losses? provide services?

I - Would corrupted datainone | A - How critical is uninterrupted access to
system cause failures in other | systems and data for daily business
connected systems operations?

4. What are the consequences of damaging the organisation’s reputation?

Losing one security component can cause serious problems both inside and outside the organization, such as:
e Damage to reputation and trust

Low employee morale

Harm to business relationships

Doubts about work quality

Loss of competitive advantage

These issues can happen due to:
e [Tsystem failures that stop operations
Manipulated data leading to incorrect publications
Errors in warehouse systems causing wrong orders
Breaking confidentiality agreements
Wrong people being blamed
Process failures affecting different departments
Sharing sensitive data with unauthorized parties or the media
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C - How would unauthorized disclosure of
sensitive data affect the organization's
reputation?

I - Could incorrect or
incomplete data harm the
organization's credibility or
cause financial losses?

A - Would a system failure or data loss
damage the organization's reputation by
disrupting services?

C - Could leaking confidential information
damage trust in the organization?

5. What are the financial consequences of data and system failures?

A - Could operational failures or data loss
prevent the organization from meeting
commitments, leading to reputational
harm?

Adirect or indirect financial loss could be caused by a loss of confidentiality of information in need of protection, change
in information, or a malfunction of the application. The total loss consists of direct or indirect expenses caused by
damage to property, claims for damages, and additional costs (such as for recovery). Examples of causes:

e unauthorized transmission of research and development results;

theft or destruction of hardware.

manipulating data that affects finances in the accounting system;
reduction of sales revenue due to a failure in the IT-controlled production system;

unauthorized receipt of information from the documents of marketing strategy or turnover information;
malfunction in the order system of a travel agency;
a malfunction of an e-commerce server;
interruption in the payment transactions of a bank;

C - Could leaking confidential information
lead to financial claims or competitive
advantage for others?

I - Could manipulated
accounting or business data
cause financial losses?

A - Would system failures or business
process disruptions lead to late payments,
lost revenue, or penalties?

I - Could incorrect or missing
order data result in financial
damage (e.g., in just-in-time
production)?

A - How much would it cost to repair or
recover IT systems after a failure,
cyberattack, or theft?

3.4 Where to use initial risk assessment results?

Use the results of the initial risk assessment:

e to set priorities for implementing security measures (very high and high),
e to train and motivate users (relevant scenarios to avoid with secure

behaviour),

e to negotiate agreements with partners,
to plan innovations and changes.

Update the risk assessment at least annually and add comments with necessary
evidence. Use assessment results regularly to truly see its value.
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4 Digital Hygiene Essentials
4.1 The 10 Golden Rules of Cyber Hygiene

In cybersecurity, small actions create big protection. These 10 golden rules are not
expensive tools or complex systems — they are daily habits that can dramatically
reduce the risk of cyber incidents. For SMEs, where resources are often limited,
these foundational practices offer the highest return on investment.

They are simple. They are actionable. And most importantly — they work.

Each rule is designed to be easily adopted across teams, regardless of technical
expertise. When practiced consistently, they foster a culture of responsibility,
awareness, and resilience.

“Cybersecurity isn't just about
technology — it's about behavior.”

1. Use strong, unique passwords for each account.
o Reusing passwords across platforms is like using the same key for
every door — once one is compromised, all are vulnerable.
o SMEs should adopt password managers — simple tools that create
and store strong, unique passwords for every account — which are
affordable and easy to implement.

2. Enable Multi-Factor Authentication (MFA) everywhere.
o MFA blocks over 90% of credential-based attacks.
o Focus first on securing access to email, cloud platforms, banking,
and internal systems.
o Encourage the use of authenticator apps instead of SMS when
possible.

3. Update software and systems regularly.
o Hackers exploit known vulnerabilities — and SMEs often delay
updates due to limited IT oversight.
o Automate updates for operating systems, browsers, plugins, and
security tools.
o Keep third-party apps and point-of-sale systems updated too.

4. Back up data consistently.
o Ransomware victims without backups are more likely to pay
attackers.
o Use cloud-based backups with versioning to prevent data loss.
o Test backup restoration quarterly to ensure reliability.
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5. Restrict admin privileges.
o The fewer people with full system access, the lower the risk of
accidental or malicious damage.
o Implement role-based access controls (RBAC) — a simple way to
limit system access by user roles — and review access rights
quarterly.

6. Lock devices when unattended.
o Encourage automatic screen locks after 5-10 minutes of inactivity.
o Use biometric or PIN access on mobile devices.
o Inshared environments (e.g., warehouses, counters), train staff to log
out of systems after use.

7. Secure your Wi-Fi networks.

o Rename your Wi-Fi network to something unique that doesn’t show
your company's name or the router brand.

o Change the default Wi-Fi password to a strong, long password.
Go to your router settings and choose WPA3 security (the latest Wi-
Fi protection standard) if available — or at least WPA2, which is an
older but still secure option.

o Create separate networks for guests, point-of-sale systems, and
employee devices.

o Regularly review which devices are connected.

8. Be cautious with links and attachments.
o Teach staff to hover over links to verify URLs before clicking.
o Set up a policy to confirm payment changes or large transfers
verbally or by phone.
o Use antivirus tools that scan attachments before opening.

9. Train employees regularly.
o Cybersecurity is not a one-time event — make it part of ongoing
training.
o Simulate phishing attacks and reward those who report them.
o Use short, monthly awareness videos or internal newsletters.

10. Have a basic incident response plan.
o Know in advance who to contact (internal and external), what steps
to follow, and how to contain a threat.
o Prepare aresponse checklist: disconnect affected systems, notify
stakeholders, document actions.
o Even aone-page printed guide near workstations can make a
difference during a crisis.
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“Cyber hygiene is not about perfection —
it's about consistent, repeatable
discipline.”

4.2 Best Practices for Access, Passwords, and MFA

Most cyberattacks don't start with sophisticated malware — they start with a weak
password. Poor access management remains one of the top causes of breaches
globally, and SMEs are especially vulnerable due to shared accounts, outdated
credentials, or lack of basic controls.

This section outlines simple, high-impact practices that help protect access to your
digital assets. Think of it as locking the front door of your business — and giving
keys only to those who truly need them.

Password Management

1. Use a password manager
o A password manager helps employees create strong, unique
passwords for every system without needing to remember them all.
o Using a manager reduces risky habits like writing passwords on
paper or reusing the same password on different accounts.

2. Avoid shared credentials
o Every employee should have their own user account, even if they
use the same platform. This improves traceability and accountability.
o Shared logins are not only a security risk — they eliminate
traceability during audits or incidents.

3. Change default and legacy passwords
o Internet routers, printers, POS systems, and CRMs often come with
factory-default credentials like admin/admin. Change them
immediately!!!
o Periodically review old accounts from former employees or
abandoned systems.

4. Password rules for SMEs (Simple & Secure):
o Minimum 12 characters
Avoid names, birthdates, or company-related words
Use passphrases like CoffeeTiger!Bridge92 instead of random strings
The size really matters!!!
Use a password generator. You can find them in your device store.

o O O O

Multi-Factor Authentication (MFA)

;% EU 058, LAC4

Funded b
“&% CyberNet TRE0 i \e Europt

the European Union




21

1. Enable MFA for critical systems

o Email, cloud storage, Human Resources software, admin portals, and
other sensitive tools must always be protected by a second layer — like
a one-time code or app confirmation.

2. Prefer authenticator apps over SMS

o SMS-based Multi-Factor Authentication is better than having no extra
layer at all, but using an authenticator app is generally more secure and
works even without mobile signal.

3. Educate users on MFA prompts

o An MFA prompt is the notification or request you receive to approve a
login (for example, a push notification or a code). Train employees to
recognize suspicious requests — if they get a login approval notification
they didn't trigger, that’s a red flag. They should deny it and report it
immediately.

4. Use conditional access rules

o For example: require MFA only when someone logs in from a new
device, unusual location, or at an unusual time. This balances security
with usability and makes attacks harder.

Smart Access Control

1. Follow the Principle of Least Privilege (PoLP)
o Employees should have access only to what they need — no more, no
less.
o For example: A marketing intern shouldn’t have access to payroll
systems.

2. Create role-based access groups
o Define standard permissions for roles like Admin, Finance, Sales, and
Support. This reduces mistakes and speeds up onboarding.

3. Review permissions regularly
o At least every quarter, check if users still need the access they have.
o Remove accounts immediately when someone leaves the company.

4. Log and monitor access
o Enable basic activity logs to track who accessed what and when.
o Most modern cloud services and admin consoles already include built-
in tools for logging and monitoring — make sure they're turned on and
reviewed regularly.
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"In cybersecurity, access is power. Manage it
wisely — or risk losing control of your business.”

4.3 Phishing Simulations & Employee Exercises
Introduction: The Human Firewall

Phishing is not a technical failure — it's a human deception. And in most SMEs,
people are both the most targeted and the least prepared.

Simulations are not about testing or punishing. They're about teaching,
empowering, and reinforcing the right behaviors before real attacks happen. Just
like fire drills, cybersecurity simulations are meant to build reflexes under stress —
calmly, confidently, and repeatedly.

"Every phishing click is a training opportunity
that should’'ve happened sooner."

Why Simulate? Benefits Beyond the Click

Running phishing simulations does more than reduce click rates. It creates a
feedback loop that strengthens decision-making, pattern recognition, and
internal communication.

Top benefits include:

e Improved vigilance: Employees pause before clicking, especially on emails
involving money, urgency, or passwords.

e Faster incident detection: Staff learn to report suspicious emails quickly,
improving response time.

¢ Empowered teams. Employees feel part of the solution, not blamed for the
problem.

¢ Normalization of doubt: Asking questions like “Should | open this?”
becomes accepted and encouraged.

And perhaps most importantly: it builds a security-first mindset, especially in
resource-constrained environments where expensive tools are out of reach.

Designing Effective Simulations (Without Needing Fancy Tools)
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Phishing simulations don't require specialized platforms or expensive software.
With basic creativity, structure, and leadership support, any SME can run effective
simulations in-house.

Step 1: Define the goal
Decide what behavior you want to influence. Examples:

e Recognizing fake invoice emails
e Verifying sender domains
e Questioning urgent transfer requests

Step 2: Create a realistic email
Use common phishing patterns:

e A fake internal HR notification (“Update your vacation days”)
e A spoofed supplier invoice with an unusual domain
e A password expiry alert with a shortened or unfamiliar link

Important: Make it subtle. Real phishing isn't always obvious.
Step 3: Select your test group

e Start small — perhaps 3-5 employees or one team
e Mix roles and departments over time
e Avoid targeting the same person repeatedly without follow-up

Step 4: Measure and observe behavior

e Who clicked? Who reported? Who ignored?
e Track response time, not just success/failure
e Use anonymous surveys to collect reactions

Step 5: Debrief and educate
Immediately after, share what happened. Include:

e The exact phishing indicators present
e How it could've been identified
A “What to do next time" guide

Make it safe. Make it constructive. Make it a learning moment.
Exercises to Reinforce Long-Term Behavior Change

Simulations are powerful, but they shouldn't stand alone. Combine them with
small, informal exercises that keep awareness high between sessions.
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Spot the Fake Email

A recurring activity where two emails are shown (real vs. fake), and employees must
explain their reasoning. Great for team meetings.

Monthly micro-challenges

Send out a short, anonymized phishing scenario and ask: “What would you do?”
with 3 response options. Use these as quick polls or bulletin posts.

Scenario Role Play

In small groups, simulate a call or message from a fake vendor or “IT department”
asking for urgent help. Let employees practice refusing or verifying the request.

Reporting Drills

Build confidence by teaching employees how and where to report suspicious
messages. Add a visual cue in their inbox or share a simple checklist.

Creating a Culture of Safety, Not Fear

The success of simulations depends not on the trickiness of the email, but on the
tone you set.

Avoid public shaming or negative framing (“You fell for it")

Celebrate quick reporting even if someone clicked

Involve leadership in participating and sharing their own doubts

Make simulations part of onboarding for new employees

Emphasize that curiosity and reporting are always better than silence

Security culture doesn’t come from tools — it comes from conversations, habits,
and leadership modeling the right behaviors.

‘Employees don’t need to be security
experts — they just need to know that
pausing before clicking is the smart thing
to do.”
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5 Security Culture and Continuous Training
5.1 Stakeholder-based communication strategy (CEO, CFO, employees)

Tools protect systems — but only people protect companies.
Building a strong security culture is one of the most powerful ways for SMEs to stay
resilient against ever-changing threats.

A good security culture means every employee, contractor, and manager
understands that cybersecurity is part of their daily job. It's not an annual
presentation — it's an everyday practice. When people feel responsible and
prepared, they become the strongest defense line a small business can have.

A healthy security culture lives in small, daily actions: pausing before clicking on an
email, locking screens when stepping away, verifying payment requests, and
speaking up when something feels suspicious. These behaviors cost nothing but
multiply every other protection you have in place. To keep that culture alive,
training must feel real and stay fresh: short reminders, real stories, small challenges,
and conversations that normalize asking questions. Psychological safety is critical
too — people should feel safe to report mistakes without fear of blame. Simple
ideas like naming a “security buddy” in each team or sharing good catch stories in
meetings can build this mindset without big budgets. Over time, these micro-
actions shape a workplace where cybersecurity is not a one-time lesson but a
shared habit — one that starts at the top and grows stronger with every small
choice people make together.

“Cybersecurity is not just IT’s job — it’s
everyone’s job.”

One of the biggest mistakes in security awareness is talking to everyone the same
way. Each group inside a company cares about different things — so your message
has to match what matters to them.

For CEOs and Business Owners

Show them that good security protects what matters most: the company's
reputation, customer trust, and the bottom line. Use numbers when possible: How
much could a ransomware attack cost? How much business could you lose if
customer data leaks? Frame security as a business enabler, not just a technical
cost.

For CFOs and Finance Teams

Explain how fraud, fake invoices, and data leaks translate into real financial risks —
fines, lawsuits, downtime, and lost revenue. Focus on cost avoidance: investing a
little now saves a lot later. Speak their language: numbers, risks, and ROI.
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For Employees and Frontline Staff

Keep it practical: real stories, examples of local scams, and clear instructions.
Employees need to know how to spot threats and what to do. Use simple
reminders: “Pause before clicking. When in doubt, ask.” Make it okay — even smart
— to double-check.

For External Vendors and IT Partners

Remind them that they are an extension of your company's security. Set minimum
expectations: secure connections, regular updates, clear contact points in case of
an incident. Keep communication open and clear to avoid gaps.

When you adapt your message to each audience, people listen — because they see
how security connects directly to their work, their responsibilities, and their
success.

Stakeholder ‘What They Care About How to Communicate Security
CEO/Owner Reputation, business continuity, Use numbers, real risks, show how
customer trust, contracts security protects income and brand.
CFO/ Finance Cost control, fraud prevention, fines, |Show ROI: prevention is cheaper
losses than recovery. Connect risks to
money.
Employees Daily work, clear instructions, Give practical tips, real examples.
personal mistakes Normalize asking and reporting
doubts.
External Vendors / IT |Service quality, access, shared Define security expectations clearly.
Partners systems Keep communication open.

5.2 Recommended Training Activities: Simulations, Quizzes, Workshops

Training sticks when it's real, short, and repeated. For SMEs, the best security
awareness program is not an expensive annual workshop — it's small, practical
actions that build habits.

Below are six simple activities any small business can run — no special tools, no
big budgets, or IT teams required.

1) Run phishing simulations

Send realistic test emails 2-3 times a year: fake invoices, fake supplier requests, or
password resets. Keep it constructive — share what people missed, not who
clicked.

Why it works: Practice under safe conditions trains instincts for the real thing.
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2) Use quick quizzes

A 5-question quiz every few months can refresh what to do with suspicious links,
passwords, or urgent money requests. Offer a small reward: a coffee voucher, a
mention in the team chat.

Why it works: Repetition sticks more than one-time lectures.
3) Hold micro-workshops

A short, interactive session twice a year: show real scam examples, how to verify
sender addresses, or how to report an incident. Invite employees to share “almost
clicked” stories.

Why it works: People remember what they do, not just what they read.
4) Send monthly mini-tips

One quick email or message: “New scam this month: fake shipping notifications —
here's what they look like.” Attach a screenshot if possible.

Why it works: Keeps security top of mind without overwhelming people.
5) Celebrate ‘good catches’

When someone spots or reports a suspicious email, share it (anonymized if needed)
as an example of what “good” looks like. This builds confidence and normalizes
reporting.

Why it works: People learn from people, not just policies.
6) Security Buddy

Choose a trusted person in each team or department — not a specialist, just
someone who reminds others about good habits: locking screens, checking before
clicking, reporting weird emails. It's a lightweight, practical way to spread
awareness all year.

Why it works: Keeps security visible in daily work without needing a big structure.

“Security training shouldn’t feel like a burden
— it should feel like help for real life.”
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Phishing Fake invoice or password reset emails

Simulations
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Key Benefit

Real practice for real threats

Quick Quizzes 5-10 questions in meetings or email

Keeps basics fresh

Micro-Workshops Short, practical demos & examples

People remember what they do

Monthly Tips 1-2 line reminders with examples

Reinforces awareness monthly

Celebrate Good Share success stories internally

Catches

Normalizes safe reporting

Security Delegate One ‘buddy’ per area/team

Keeps topic alive informally

5.3 Activity Example: Spot the Phishing Email

One of the simplest and most effective ways to train your team is to compare real-
life phishing emails with safe ones — side by side.

ke Sender address Fake Sender address

From: Security Aiw ts<security-alert@technova-support.com>

| From: [IT Helpdesk support@tech-novahelpdesk.com
Subject: [Action Required] Security Alert: Unusual Login Attempt Detected

SubjectT Wandatory sSystem Update - Action Required

| __Generic Gr

Dear
We have detected an unusual login attempt to your account from a new
location we have temporarily restricted ac

system has detected that your workstation is running outdated
figurations, which may expose your device to potential

1 Our

To protect your account, cess

| |To ensure continued access to company resources and compliance with IT Login Attempt Details

| |security policies, please complete the mandatory security patch update . Date: 12-83-2025
as soon as possible . tion: Frankfurt, Germany
i T i e: Windows 1@ - Chrome
a 1ty Update: 93 days ago NG & s
. Required Action: Install the latest security update within the If you do not recognize this activity, we strongly recommend verifying

your account immediately to avoid permanent restrictions

| next 12 hours
! _Suspicious Link
Install Update Now
| A Failure to install this update before 14-03-2025 may

ate app ations,| including en
and Fear Tactics

To unlock your account and review recent activity, please click the
verification link below:

secure

sult in
1, shared

[restricted access to corp
and VPN Urger

drives,

you do not verify your accc

t within the next 24 hours,
nermanently ¢ 0 Y _reasons

& IMPORTANT: If

please contact the IT Helpdesk immediately. o] e

f you have any questions,
Best Regards,

est regards,

| TechNova IT Security Team
support@technova.com
+1 8008 555 8199

YourCompany Security Team
support@technova.com
, +1 800 123 4567

Use images like the one above to break down what makes a suspicious email look
real at first glance but dangerous on closer inspection.

How to run this activity:

1. Show employees real phishing examples with key red flags highlighted:

e Fake sender address

e Generic greetings instead of personalized names
e Urgent or fear-based language

e Suspicious or shortened links

e Unusual requests for login or payment

2. Place them next to real, legitimate company messages for comparison.
3. Ask everyone to identify clues: “What would make you pause?” “What looks
off?” *“What would you do next?”
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4. Discuss how to handle doubt: never click when unsure, always verify by
another channel, and report immediately.

Why it works:

It turns passive reading into active detection.
It gives everyone a safe chance to practice without real risk.
Over time, it builds healthy doubt — the habit of pausing before clicking.

“Phishing is powerful because it feels
normal — so teach people to slow down
and look closer.”

Pro tip: Repeat this activity quarterly with new examples. Encourage people to
share suspicious emails they spot in real life (anonymized) to build your own local
“library” of real attacks.

6 Incident Management for SMEs

6.1 NIST-based incident response lifecycle

No company is too small to be a target — or too small to need a plan. For most
SMEs, an incident like ransomware, a leaked password, or a stolen laptop can stop
operations overnight. Unlike big companies, small businesses don’t have
dedicated security teams or big budgets for recovery — so being prepared is the
cheapest insurance you can have.

A clear incident response plan doesn't need to be complex. It just needs to answer
three questions: Who does what? Who do we tell? And how do we recover fast?

When an incident hits, panic wastes precious minutes. A simple plan turns fear into
clear action — so everyone knows how to contain damage, protect customers, and
get the business back on its feet.

“In a crisis, clarity is stronger than fear.”

Based Incident Response Lifecycle

No business is too small for an incident. When something goes wrong, a simple
plan helps turn chaos into clear action. There are several proven frameworks that
SMEs can adapt — such as the NIST cybersecurity framework (USA), the ENISA
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guidelines (European Union), or the E-ITS framework (Estonia). The important
thing is to choose or combine the best fit for your company'’s size, sector, and local
regulations.

Below is a simple version inspired by these standards:

1. Govern — Set rules, assign roles, and review regularly. Policies,
responsibilities, and oversight help prevent and respond better.

2. ldentify — Know what’'s normal, spot the unusual. Watch for signs: locked
files, weird login times, systems slowing down.

3. Protect & Contain — Act fast: disconnect infected devices, change
passwords, block suspicious accounts.

4. Detect & Analyze — Figure out what happened: who, when, how. Keep
evidence: screenshots, logs, suspicious emails.

5. Respond & Eradicate — Remove the threat: run antivirus, patch systems,
close open doors. Reset accounts properly.

6. Recover & Improve — Restore clean backups. Notify who needs to know
(clients, partners). Note what worked, fix what didn't

“A short checklist is better than panic.”

6.2 Real-World Example: Ransomware Attack on a Small Business
The case:

In early 2024, a family-owned accounting firm in Central America woke up to find
that every client file, invoice, and payroll record had been locked by ransomware
overnight. The attackers demanded $15,000 in cryptocurrency — an amount that
would hurt, but seemed cheaper than losing all their data.

They didn't have recent offline backups. The only backups they had were on the
same network — and those too were encrypted. With no clear plan, panic spread
quickly: no one knew who should talk to the attackers, who should inform clients,
or whether to call the police.

The owners decided to pay the ransom out of desperation. But when they did, the
decryption key they received only recovered about half the files — and many were
corrupted. The firm ended up spending three weeks rebuilding documents
manually from old emails, paper copies, and client-provided statements. The
business lost several clients who lost trust and had to absorb the cost of missed
deadlines and penalties.
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Some reflection about the case:

This scenario is a fictional example designed to illustrate the real risks small
businesses face every day. A real case is the Heritage Company (USA, 2019): a
telemarketing firm with about 300 employees suffered a ransomware attack so
severe they couldn’t pay salaries on time — and ultimately had to shut down
permanently, leaving hundreds jobless overnight.

Key Lessons for SMEs:

e Test your backups: Having a backup is not enough — make sure it's offline,
protected, and regularly tested.

e Know your critical assets: Identify which files or systems you cannot afford
to lose. Secure those first.

e Prepare a simple incident response plan: Even a one-page checklist helps.
Who disconnects devices? Who talks to law enforcement? Who informs
clients if needed?

¢ Communicate fast: Clients and employees prefer bad news early over
surprises later. Clear communication can protect your reputation.

“A ransomware payment doesn’t
guarantee a fix — but preparation
always reduces damage.”

6.3 Activity: ConnectWare Crisis Simulation

Practicing your response plan before a real crisis hits is one of the cheapest and
most powerful ways to reduce panic.

A tabletop exercise — a simple discussion around a realistic scenario — helps your
team test roles, actions, and communication in a safe environment.

Example Scenario: Ransomware Hits ConnectWare

Imagine your company laptop shows a ransomware message: “Your files are
encrypted. Pay $5,000 within 72 hours or lose everything.”

No one can open client documents or access the billing system.
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How to run this simulation:

1. Gather a small group: Include your owner/manager, the person in charge
of IT, finance, and any employee who would likely see the attack first.
2. Set the scene: Read the scenario out loud. Everyone answers:
e Who finds out first?
e Who do they tell?
e Who decides what happens next?
3. Walk through actions:
e Who disconnects infected devices?
e Who checks backups?
e Who calls external IT support, insurance or legal?
e Who informs clients or partners if needed?
4. Discuss challenges:
e Does everyone know where to find emergency contacts?
e Isthere a plan for telling clients the truth fast?
e Who documents what happens for insurance or police?
5. Write it down: Note what worked well and what needs to improve. Save this
as your first simple incident checklist.

Possible Good Responses

Who detects it: An employee sees the ransom note and immediately reports it to
their manager instead of trying to fix it alone.

Who contains it: The manager disconnects the affected laptop from Wi-Fiand the
office network to prevent the spread.

Who checks backups: The IT contact checks that the last backup is recent, works
properly, and was not infected.

Who communicates: The owner drafts a short message for clients, if needed, to
explain what happened, what's being done, and what clients should do.

Who documents: Someone takes screenshots of the ransom note, saves logs, and
makes a simple timeline to help police or insurance.

Why this works?

Running a simple crisis simulation gives people the clarity and confidence they
won't have if they face an attack for the first time under pressure. Practicing clear
steps — who disconnects devices, who checks backups, who talks to clients —
means your team can contain damage faster, recover with less panic, and protect
your company’s reputation when it matters most. Even a short, honest discussion
turns a vague plan into a clear roadmap, so no one freezes or wastes precious
minutes in fear.
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“In a crisis, people don’t rise to the level
of the plan — they fall to the level of
their training. So practice well.”

7 Practical Zero Trust Adoption

Zero Trust is not a tool you buy — it's a mindset you build. At its core, it means
“Never trust, always verify.” Instead of assuming that everything and everyone
inside your network is safe, you check and confirm every time.

Big companies use Zero Trust to manage thousands of employees, devices, and
remote connections. But for small and medium-sized businesses, the same ideas
help protect limited resources, stop attackers early, and reduce the damage if
something goes wrong.

Why does this matter? Because today, most cyberattacks don't break doors —they
log in. Stolen passwords, reused credentials, and a single click on a fake link are
enough to give criminals a free pass. Zero Trust makes sure that, even if someone
gets in, they can't move freely or reach your most valuable information.

“Zero Trust isn’t about saying no to
everyone — it’s about making sure you
always know who'’s really asking.”

7.1 Core Principles and SME-Focused Use Cases

Zero Trust has a simple rule: don’t assume, verify. This breaks the old habit of

[T

trusting everything inside your network just because it's “internal.”
The 4 core principles every SME can adopt:
1. Never trust by default

Every user, device, and connection should prove they are legitimate — even if
they're inside your company’s network.

2. Always verify

Combine passwords with Multi-Factor Authentication, use device checks, and
verify unusual requests (like bank detail changes) through a second channel.

%EU

CyberNet Funded by

the European Union




34

3. Least privilege

Give each employee only the minimum access they need to do their job — no more.
Fewer permissions mean less risk if an account is compromised.

4.Monitor and respond

Keep basic logs of who logs in, from where, and when. Review them regularly and
react quickly to anything suspicious.

Practical SME use cases:

e Enforce MFA for accessing email, cloud files, or finance tools — not just
admin accounts.
Divide shared drives so not everyone can see everything.

e Use separate Wi-Fi for guests, not your main network.
Create a habit of verifying sensitive requests (like payment instructions) by
phone or in person.

e Set up automatic alerts for logins from new locations or devices.

Zero Trust for SMEs is not about expensive software — it's about using what you
have

7.2 Differences Between Large Enterprises and SMEs

Zero Trust is not a one-size-fits-all checklist — big companies and small businesses
apply the same idea in very different ways.

Large enterprises have thousands of users, massive networks, legacy systems, and
entire teams just to manage security. They use advanced Zero Trust architectures
with complex tools, real-time analytics, continuous monitoring, and custom access
rules for every department.

For SMEs, Zero Trust looks different — and that's good news. Smaller businesses
often have simpler systems, fewer people, and less tangled legacy tech. This makes
it easier to apply Zero Trust principles step by step, without huge budgets or extra
teams.
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Aspect ‘ Large Enterprises SMEs

Scale Apply Zero Trust to huge networks, Focus on a few core systems: email,
remote offices, thousands of devices |cloud storage, finance tools.
and apps.

Controls Custom advanced solutions: identity |Basic steps: MFA for all, least
management, micro-segmentation, |[privilege, separate Wi-Fi, manual
real-time analytics. access reviews.

Cost Big investment in multiple security Use built-in security features, free or
vendors and dedicated Zero Trust affordable tools, clear policies.
platforms.

Rollout Complex rollouts, staged by region or [Changes implemented fast
department, longer timelines. company-wide — simple approvals,

direct communication.

Culture Large teams need formal policies and |Easy to align everyone with practical
training for each layer. habits and reminders.

7.3 Integration with Digital Hygiene Practices

Zero Trust does not replace your security basics — it depends on them. Think of
Zero Trust like a strong lock on every door, but if people keep leaving windows
open, it won't protect much.

That's why the best Zero Trust adoption for small and medium-sized businesses
starts with good digital hygiene: strong, unigue passwords, Multi-Factor
Authentication (MFA) for everyone, tested backups, up-to-date devices, and a
culture where people feel safe to report mistakes.

If employees reuse passwords or approve suspicious Multi-Factor Authentication
(MFA) requests without thinking, even the strongest Zero Trust policy will fail. The
basics — covered in earlier chapters — create the foundation that makes Zero Trust
work in practice.

How they connect:

e Use Multi-Factor Authentication (MFA) for all users and train people not to
blindly accept login requests.

e GCive minimum access to each role and review permissions regularly.
Monitor logins and activity and keep backups offline so you can recover if
something breaks.

“Zero Trust works best when your
everyday security habits work too.”
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8 Supply Chain Security

Your company’s cybersecurity doesn't stop at your office door — it extends to every
partner, vendor, contractor, freelancer, and cloud tool you rely on to keep your
business running.

For small and medium-sized businesses, managing risk inside your own systems is
already a challenge. But attackers know that small companies often have less
control over their suppliers’ security — and they exploit this to break in.

The reality is that a single careless supplier with a weak password or outdated
software can become the backdoor criminals use to steal your data, your money,
or your customers’ trust. This is exactly how some of the world’'s biggest supply
chain attacks have started: by targeting the smallest, least protected link in the
chain.

Supply chain security isn’'t about huge contracts or expensive audits — it's about
setting clear minimum rules, asking the right questions, and knowing exactly who
has access to what. Even a simple checklist can help a small business avoid
becoming the stepping stone to a much larger breach.

When you protect your supply chain, you protect your clients, your reputation, and
your own future.

8.1 Real Cases: When Weak Links Break Strong Chains

Supply chain attacks are not just theoretical — they have caused real, massive
damage, even for small businesses. These examples show how a single weak link
can open the door for big losses:

e SolarWinds (2020): SolarWinds is a technology company that provides
software to monitor and manage IT systems. In 2020, attackers secretly
added malicious code into a routine software update. When thousands of
clients installed it, hackers gained hidden access to their networks — staying
unnoticed for months. Big government agencies were hit, but many small
consultancies and tech providers suffered too. This shows how trusting a
vendor blindly can put even a well-protected company at risk.

Key Lessons for SMEs

Know your products: Even if you sell or distribute common items, think about how
they could be misused or modified.

Know your customers: If you export or resell components, verify unusual or high-
volume orders — especially when shipping internationally.
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Clear documentation: Keep records of who buys what, especially for parts that
could be repurposed for illegal or dangerous activities.

Basic controls matter: Most small businesses are not at risk of terrorism-level
misuse — but the lesson is universal: even a small supplier can become a gateway
for criminal activities if they ignore red flags.

8.2 Minimum Protocol for Vendors

You don't need expensive audits or legal teams to protect your business from
supply chain risks. Small and medium-sized businesses can apply a simple but
powerful checklist to make sure partners and suppliers don't become the weakest
link in your security.

Every new vendor, freelancer, cloud tool, or third-party partner should meet
minimum security standards — no matter how small the contract is.

What to ask every vendor before you sign:
How do you protect our data?

e Do you use strong, unigue passwords?
Do you apply Multi-Factor Authentication (MFA) for accounts that access
your clients’ information?

e Do you encrypt sensitive files or communications if needed?

Who has access?

e |s access limited to only those who need it to do their job?
e How do you remove or update accounts when employees leave your
company?

How do you keep systems updated?

e Do you patch software and devices regularly?
e How fast do you apply urgent security updates?

How will you notify us of a problem?
e Ifthere’sabreach, loss of data, or suspicious activity, how fast will you inform
us?
e Who is the main security contact in your team?

Do you have experience with security requirements?

e Can you share an example of how you handled a past incident or client
security request?
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Practical actions for your contract or agreement:
You don't need pages of legal text. A simple paragraph can help set the tone. For
example:

“The vendor agrees to use Multi-Factor Authentication (MFA) for all
systems accessing our data, limit access on a need-to-know basis,
apply security updates promptly, and notify us of any incident within
24 hours.”

You can adapt this to your context: add it to service agreements, emails, or
onboarding checklists for freelancers.

Practical actions you control: Limit what vendors can access. Give partners only
the files, folders, systems, or tools they really need — not your entire network.

Keep a vendor inventory. Make a simple list: Who are your top 5-10 suppliers?
What systems or data do they touch? When did you last check if they still need
that access?

Review permissions regularly. Do an annual check. Ask: Does this vendor still
work with us? Are old logins or credentials still active? Should we remove or update
something?

Remove access immediately when it’'s no longer needed. \When a project or
contract ends — close accounts the same day. Many breaches happen because old
accounts stay open for months or years.

Share expectations clearly. When you hire a freelancer or small agency, explain
your security basics: passwords, Multi-Factor Authentication (MFA), updates,
backups. Many freelancers appreciate the clarity — and it protects you both.

Extra tip: If you handle sensitive data (customer information, payments,
intellectual property), consider a simple NDA or confidentiality clause that includes
basic security language. It doesn't need to be complicated — but it sets clear
ground rules.

If a vendor can't answer these questions or refuses simple security steps, think
twice before giving them access to your business or your clients’ data.

“Trust is good — verification is better.”

8.3 Practical Exercise: Map and Secure Your Supply Chain

Reading about supply chain risks is one thing — doing something about them is
what makes the real difference. This exercise helps you take the first practical step
toward controlling who has access to your information and systems.
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Step 1: Identify your key vendors

Make a quick list of your 5-10 most critical partners or suppliers.
Include:

o Your IT support company (internal or external)
Your accountant or payroll provider
Any freelancer or agency with access to files or systems
Cloud tools or platforms that store client data
Hardware or software resellers who help you manage updates

Step 2: What can they see or do?
For each vendor, write down:

o What data they can access (client files, financial info, employee records)
o What systems they can log into (email, shared drives, admin panels)
o Whether they have administrator or normal user rights

This helps you see your risk map in one page.

Step 3: Check if access still makes sense
Ask for each partner:

Do they really need all this access today?
Is there old access no one removed (like a freelancer who finished a
project last year)?

o Couldyou limit what they can see or do?

Even simple changes — like removing an old account or limiting a folder — can
close big gaps.

Step 4: Ask basic security questions
Don't be afraid to ask direct but simple questions:

o Do you use Multi-Factor Authentication (MFA) to protect logins?
o Who on your side can see my data?
o How would you tell me if you had a problem or a breach?

If they don't have answers — that's a red flag to follow up.
Step 5: Set a simple action plan

Pick one quick win to do this week:
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Remove an old vendor account.

o Send a short email to your top supplier to confirm how they protect your
data.

o Add a note to your contracts about using Multi-Factor Authentication
(MFA) or safe password policies.

o Save your vendor list in a secure file and mark a calendar reminder to
review it again in six months.

Why this matters

Many small businesses think supply chain risks are only for big corporations. But
the truth is that attackers target the weakest link — and for most small and
medium-sized businesses, that link is often a trusted partner with more access
than they need.

Mapping your vendors is free. Limiting their access is often just a few clicks.
Together, these steps can protect your clients, your money, and your reputation.
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Practical Resources

This section provides some resources for organizing your organization's
information security management.

e Once the initial security measures have been implemented, you should
choose a suitable reference standard and plan further activities to increase
the maturity level via a systematic approach. The method presented here
will help you navigate the world of standards and compare them with each
other. You can use the method even with standards which are not
mentioned here.

e In addition, we provide recommendations for assessing the security
situational awareness and introduce the F4SLE tool.

e Finally, when the organization has conducted an initial risk assessment and
identified the protection needs of the CIA, it will find a threat table at the end
of the section, which will help conduct a more detailed risk assessment.

Choosing Security Standard

A company doesn't have to develop security measures — there are already
standards, frameworks, and catalogs of measures. They are based on someone
else's experience and have already been tested in the industry. A company should
choose the best practice that supports it best and adapt it to its needs. Adaptation
means focusing on what is relevant and abandoning what does not threaten the
company.

There are a considerable number of different codes of practice. Such practices
include, for example, various security standards (ISO/IEC27001), framneworks (NIST
CSF), catalogs of measures (CIS Controls, E-ITS), specifics of a field (PSI-DSS, HIPAA),
etc.

e ISO/IEC 27001:2022 — A globally recognized, certifiable standard for
establishing, maintaining, and improving an information security
management system (ISMS).

e NIST CSF 2.0 — A flexible, risk-based framework offering high-level
cybersecurity guidance for any organization, aligned with U.S. and
international best practices.

e CIS Controls v8.1 — A prescriptive, prioritized set of actionable technical and
organizational cybersecurity measures tailored for rapid implementation.

e E-ITS — Estonia’s national information security framework designed for
public sector institutions and essential services, emphasizing risk
management and asset based approach.
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When selecting a standard, do not base it only on volume because very short
standards often have many accompanying additional standards or assume a
high level of maturity of the organization, where they are ready to derive security
measures based on risk management.

Choose the most appropriate one as the basis for your requirements, and compare
the standards based on the following aspects:

Standards or Frameworks comparison

In which languages is the
standard available? (The
language of the main standard
must be considered, as well as
the language of related
documents.)

20+ languages

Category ISO/IEC NIST CSF 2.0 CIS CSF 8.1 E-ITS 2024
27001:2022
Organization Module
Recognition Globally uU.s. Centre for Estonian NCSC
Does the standard fit into the recognized, Department of Internet Security, | product
jurisdiction in which our ISO.org Commerce US industry and
company operates? (global governments
voluntary use) supported
License conditions Each file for fee | Free use Free use by Free use
What are the terms of the (min need registration,
standard's license, and which 1SO27000, Benchmarks
country manages them? 1ISO27001, available by
(complexity of payments and 1ISO27002, community fee
license maintenance) 1ISO27005)
Language Translated to English English, Spanish, | Estonian, English

Italian, Japanize,
Lithuanian

Update Cycle

5years

Unknown, NIST

No exact rule,

Yearly, new drafts

based measures, only policies,
etc.) This show which additional
frameworks are needed.

cybersecurity
and privacy

business
outcomes, not
just IT. Excludes

What is the life cycle of the updates it expectation is available from
standard? Is it modern and through public yearly update creation
addresses today's security feedback and
risks? evolving best

practices.
Content Module
Scope Organizations Technical, Cybersecurity. Organizations and
What is the scope of the and business procedural, and business
standard? (Organizational processes, governance- processes and
process-based measures, only information level controls, assets.
technical measures, asset- and focusing on Information and

cyber security and
privacy.

environmental safety,
medicine)

physical

security.
ISMS Compliance ISO/IEC Aligns with Mappings with ISO/IEC27001 Also,
What other standards is it management ISO/IEC 27001, ISO/IEC27001, compliance to
consistent with? Including system NIST SP 800-53 NIST national and EU
legislation, standards in standards Cybersecurity regulations
different areas (e.g., food safety, | AnnexSL Framework
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Basic Controls
Are the measures generally

Requirements
are mandatory;

Flexible, security
outcome- based

User profile
implementation

Basic protection
(normal level of

work depends on this.)

grouped into 4
control
categories
Domain
specific
detailed
standards (ISO
27k family)

presented or granular? Annex A categories group based the protection
objectives basic need), asset based
implementatio requirements,
n with justified asset based
exclusions
Levelled Controls No No Three Basic ->
Are the measures presented implementation Standard -> High
according to the security level groups levels level
needs? (Ensuring (implementation
proportionality.) based on
protection needs)
Risk Management Approach Mandatory, Risk Guidelines: CIS Baseline
How is risk management ISO/IEC 27005, managementis | RAM, ISO27005, integration with
engaged? Is the risk 1ISO31000 integrated as a NIST SP 800-39, detailed risk
management method core conceptin RISK IT (ISACA) management
immediately included, or must the "ldentify" (mixed method),
it be built separately? and "Govern" threats catalogue
functions with ca 50 threats,
protection needs
(CIA) defined via
loss scenarios
Controls Approach Cybersecurity Measures are Cybersecurity Assets and
How are the measures functions structured into functions based. functions based
presented in general or with based. functions (6), Security mode: 3 | on relations with
explanations and examples? Requirements: | categories, and Implementation roles. 10 module
(The amount of independent 93 controls subcategories Groups, controls | groups including

(18), sub-controls
(near 200),
Related: CIS
Controls TM, CIS
RAM (guidelines),
CIS Benchmark

nearly 100 asset-
based modules,
1500 security
measures

Assessment Module

Certification Schema
Is it possible for the company to

External audit
based

Self-assessment,
no certification

Self-assessment,
no certification

Risk-based Audit
guideline

obtain a certificate of 1ISO27006,
conformity with the standard? 1ISO27007,
(Need-based certification 1ISO27008
option.)

Notes

Suitable for

International
businesses and

Beginners

Beginners

Essential services,
public institutions

needs a lot of
adaptation and
interpretation,
high level
controls.
Comfortable
for auditors.

is needed other
standard
implementation
(ISO/IEC 27001)

service (in Estonia)
providers
Specifics Universal, For certification For certification Effective if the

is needed other
standard
implementation
(ISO/IEC 27001),
several
mappings are
provided by CIS

organization has
typical assets and
not too many
unique solutions.
Helpful to
implement with
ISO/IEC27001
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The purpose of all the standards is the same - to ensure security, and therefore,
the organization must choose the one that best suits its needs. Cross-reference
tables of the contents between the different standards and frameworks have been
prepared for many standards.

However, when implementing standards, the principle must be based on the fact
that security is constantly changing, measures must be continuously updated, and
their effectiveness must be monitored via risk management when weaknesses
emerge.

Starting implement the security standard
The implementation of the standard begins with
e a standard controls gap analysis, where a relevant equivalent is found in
your company for each standard statement. If an equivalent is not found,
this gap is added to the risk assessment prioritized, and an implementation
plan is drawn.

The implementation plan and risk management are constantly changing, and
commonly, they never reach a point where all measures have been implemented.

However, it is essential to be aware of your enterprise security situation.
Security diagnostics

Monitoring solutions and continuous vulnerability scanning are used to achieve
real-time situational awareness. Self-assessment questionnaires are still primarily
used for policy compliance. Third-party audits also cover testing, scanning, and
interviews for policy compliance. Still, audits are expensive and sometimes too
formal. Surveys are cheap and quick. That's why organisations prefer self-
assessment surveys to find vulnerable issues.

Security assessment

The actual security level of your organization should be assessed
e regularly or
e when significant changes occur.

People often overestimate the security status, and significant vulnerabilities may
be revealed when checking the actual status. For example, accounts of departed
employees may not be closed, unused devices may still be connected to the
Internet, partners may have access to the Intranet for unknown reasons, or
software licenses may have expired and are no longer available for updates.

Therefore, two perspectives must be taken into account when assessing the
security level:
1. Appropriate policies have been established, and employees have been
made aware of them (policies)
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2. Systems are adapted and monitored following the policies, and users not
only know what is right, but also behave accordingly (practical aspects)

Security evaluation instruments

When choosing a suitable security level evaluation method, it is advisable to
proceed from the following principles:
e Instrumentis relevant and up-to-date
o i.e.its content is updated at least every 2-3 years and its content is
suitable for the organization's field of activity (it is not reasonable to
use independent certification as a metric if it is a paid procedure and
is not directly necessary to meet business goals; instead of a
certificate, a quick self-assessment may be sufficient for internal
needs, ensuring a quick overview of your security situation)
e |Immediate feedback
o to both management (generalized view) and a detailed view for
specialists to improve security management. The security situation
can change very quickly, and the result is needed immediately.
e Summaries based on security functions or asset groups
o The generalized view contains summaries of security functions or
provides assessments by asset groups and lines of activity. Too
general overview loses its meaning and does not support
improvements planning. For example “80% secure” does not say
anything about improvement options.
e Benchmarking
o A generalized view allows a company to compare with similar
organizations and its development changes over a time period. The
organization can set goals for the following periods - in which areas
to invest time and money, based primarily on its business goals and
protection needs.

When measuring the security level, it is necessary to make it clear to oneself what
to do with the measurement result so that the time spent is targeted. Usually the
results are used to demonstrate the situation to someone (to partners, top
management) and to prioritize the implementation plan.

Security evaluation instruments contain only a sample of security measures. If you
implement just the questions, the evaluation score may improve, but real security
might not. Without a systematic approach, it gives only an apparent sense of
security. For better protection, follow best practices, standards, and frameworks.

F4SLE tool

The Estonian-based F4SLE (Framework for Security Level Evaluation and its
presentation layer MASS) can be used as a self-assessment tool. It presents
statements in ten security dimensions, and the organization must assess the level
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of implementation of these statements, adding a comment and a reference to
evidence if possible.

The result is displayed to the respondent immediately.
F4SLE dimensions

ISMS - Information Security Management System - top management
commitment, resource allocation, responsibility assignment, and ensuring
consistency in the organization’s security efforts with business objectives.

ORP- Organization and Personnel — HR policies including access rights, trainings,
organizational requirements management.

CON - General Conceptions — Things that apply to both users and system
administrators. These are general rules that apply everywhere but don't belong in
a specific category. Examples include data protection, data backup, and data
destruction.

OPS - Operations — Tasks that need to be done

for technical matters. For example, installing

updates, issuing order modules, and providing

administrative-level guides.

DER - Detection, Response, Improvement,

including incidents and auditing
APP - software and collaboration solutions —

applications, video calling software, etc.

SYS - tangible or hardware - servers, PCs,

phones. Endpoints or end devices. e

IND - industrial automation and robotics,

SCADA controllers (applicable only if enterprise

has relevant assets).

NET - network devices — routers, firewalls, WiFi

INF - infrastructure, buildings, rooms, equipment cabinets, cabling, smart homes,
building automation.

ORP sYs

oPS NET

The expected outcome for each dimension is a scale value of 2.5 and above, and
the overall outcome resembles a circle. All values below this require the
organization's attention to address weaknesses.

NB! The security dimensions are not independent; for example,
e the organization's behavior in reporting incidents or general maintenance
depends on management's involvement;
e the hardware's security depends on the one-time configuration of a single
device but also from the maintenance operations.

Based on the metadata collected about the organization, the metric allows the
organization to be compared with other organizations groups. To ensure privacy,
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F4SLE collects only aggregated data in the center, from which it is impossible to
derive the answers to individual statements. Each organization must maintain this
data itself.

Threats list for risk management

A threat becomes a risk when it targets a specific asset and there is a likelihood
that it will materialize, causing harm. In other words:

e Threat — something that could cause harm.
Vulnerability — a weakness that allows a threat to have an effect.
When a threat meets a vulnerability and affects a valuable asset, a risk
arises — a real possibility of damage.

Example: If malware exists (threat) and your system has an unpatched service
(vulnerability), then there is a risk that the system gets infected and data is leaked
(harm).

The following table contains a list of threats that apply to asset groups. The
company can use the corresponding list in its detailed risk assessment process
using the CIA priorities identified as a result of the initial risk assessment.

No Threat Category ‘ Affected area Threat (o | A
Tl Strategic People Lack of Management Support X X X
T2 Strategic People Lack of Skilled Workforce X X
T3 Strategic Processes Lack of Funding X X
T4 Strategic Processes Lack of Role Distribution, Lack of Responsibility X X
T5 Strategic Technology Lack of Technical Resources X X X
T6 Strategic Technology Insecure Adoption of New Technologies X X X
T7 Operational People Lack of Security Awareness X
T8 Operational People IT Asset Management or Configuration Error X X X
T9 Operational Processes Non-Compliance with Laws or Contractual Terms X X X
T10 Operational Processes Poor Planning of Activities X X X
T Operational Processes Excessive Access Rights X
T2 Operational Processes Lack of Recovery Capabilities X
TI3 Operational Processes Lack of Monitoring X X
T4 Operational Processes Failure to Handle Security Incidents X X X
TI5 Operational Technology Products or Software with Security Weaknesses, | x X
Legacy systems
Tl6 Operational Technology Dependence on Third Parties, Including Cloud Service | x X
Providers
T17 Human Error People Unintentional Errors or Negligence in Using IT Systems X X
T8 Human Error People Loss of Personal Data or Other Confidential | x
Information
T19 Technical Issue Technology Data Network Failure or Disturbance X X
T20 Technical Issue Technology Failure or Breakdown of Devices and IT Systems, X
Hardware Fault
T21 Technical Issue Technology Software Error X X X
T22 Technical Issue Technology Loss of Data Integrity X
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T23 Physical Damage | Technology Fire X
T24 Physical Damage | Technology Water Damage X
T25 Physical Damage | Technology Inappropriate Working Environment X
T26 Physical Damage | Technology Accidents, Civil Unrest, War X
T27 Physical Damage | Technology Power Supply Interruption or Power Failure X
T28 Physical Damage | Technology Technical Network Failure or Disturbance X
T29 Cyber Attack Processes Espionage, Data Theft X
T30 Cyber Attack Processes Data Disclosure by Unauthorized Individuals X
T31 Cyber Attack Technology Supply Chain Attack X
T32 Cyber Attack Technology Long-Term and Planned Attacks (APT) X
T33 Cyber Attack Technology Eavesdropping X
T34 Cyber Attack Technology Intrusion into the Internal Network X
T35 Cyber Attack Technology Malware (e.g., Computer Viruses) X
T36 Cyber Attack Technology Denial-of-Service Attack
T37 Cyber Attack Technology Ransomware Attack
T38 Cyber Attack Technology Website Defacement
T39 Cyber Attack Technology Sabotage, Manipulation or Destruction of IT Systems
T40 Cyber Attack Technology Industrial Automation System Manipulation
T41 Insider Attack People Abuse of Authority, Corruption
T42 Insider Attack People Extortion, Coercion X
T43 Insider Attack People Social Engineering, Psychological Manipulation
T44 Insider Attack People Physical Attack and Unauthorized Entry on Premises
T45 Insider Attack People Phishing Attack
T46 Insider Attack Technology Identity Theft
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Implementation Plan

Even if your company is tiny, it is worth creating an implementation plan for
information security management:

e Clarity — Everyone knows their roles and actions.
e Speed — Enables faster response to incidents.
e Trust — Builds confidence with clients and partners.

Creating an implementation plan is worth focusing on to achieve your business
objectives. Follow the steps:

Define business goals and purpose.

Identify key loss scenarios and critical CIA components.

List critical assets tied to business goals.

Draft an implementation plan using this manual and your priorities from
loss scenarios.

Split actions into 0-3, 3-6, and 6-12 month phases.

Choose a security standard to follow and supplement the plan.

Review and update the plan every 3 months.

NN

N oo

Include in the implementation plan for each security control, at least:

e What needs to be done (description of the security control and related
assets)

e When the control must be implemented (what is its priority),

e Who will be involved and who is reponsible.

Security Priority  Planned Action Timelin | Resource Responsible | Status
Control e s
Access rights Very Create role-based access | 0-2m IT and | Administrat | In progress
high groups: business or
units
Define standard permissions leaders

for roles like Admin, Finance,
Sales, and Support.
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30-Day Cyber Resilience Kickstart for SMEs
Small steps. Big impact.

In just 30 days, your business can significantly improve its cybersecurity posture —
without needing a big budget or full-time team. Use this checklist as a simple,
practical roadmap to get started.

Week Action Item Description Check

Choose someone inside the company to coordinate basic

Assign a Cybersecurity Lead . . .
9 Y Y cybersecurity tasks — even if it's only part of their role.

Make a list of the systems, data, and tools your business
Identify Your Critical Assets depends on (e.g., computers, payment systems, customer |
lists).

WEEK

Choose one cybersecurity framework (ISO, NIST, CIS, E-ITS)

Select a Reference Framework . . O
to guide your future actions.
Enable Multi-Factor|Activate MFA for all important accounts (email, financial 0
Authentication (MFA) tools, cloud platforms).
L Remove unused accounts, limit admin privileges, and
WEEK 2 Clean Up Access Permissions O

ensure access is based on roles.

Ensure data is backed up regularly — ideally with one copy

Set Up Aut tic Back . .
et Vb Automatic Backups stored offsite or in the cloud.

Host a short session (or send a 10-minute video) on

Train Your T S .
rain yourteam phishing, passwords, and safe habits.

. Prepare a basic list of emergency contacts (internal lead, IT
WEEK 3 Draft an Incident Contact Sheet P 9 4 ( O
support, legal, etc.).
. . Write short, clear rules for device use, passwords, and
Create Simple Use Policies P O
remote work.
. . . Ask your IT, software, and payment providers about their
Review Third-Party Providers y. . pay P O
security practices.
. . L Send a mock suspicious email to test awareness and
Simulate a Basic Phishing Test . P O
WEEK 4 encourage learning.
Based on your framework, set 3-5 goals for the next quarter
Plan Your Next 90 Days Sony . 9 - 4 O
(e.g., improve backup testing, segment Wi-Fi, etc.).
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Conclusions

We're grateful you took the time to explore this guide. Whether you're an SME
owner, team leader, or advisor, your attention to cybersecurity makes a real
difference — not just for your company, but for your employees, clients, and the
wider ecosystem in Latin America and the Caribbean.

Cybersecurity doesn't have to be overwhelming. With the right mindset, a bit of
structure, and a willingness to take action step-by-step, even the smallest business
can build real resilience.

What You've Learned

Over the course of this guide, we explored ten key areas designed to help small
and medium-sized enterprises (SMEs) build a cybersecurity foundation that is:

e Practical: Adapted to the time, staff, and budget constraints of SMEs.
Relevant: Focused on real threats and regional challenges in the LAC4
context.

e Actionable: Each chapter includes activities, frameworks, and tools you can
start using today.

Here's a quick recap of what we covered:

1. Cybersecurity as a Driver of Resilience. Why it matters, and how leadership
— even without a formal CISO — plays a key role.

2. Real-World Threat Landscape. From phishing and ransomware to insider
threats and deepfakes.

3. Risk Assessment and Attack Surface Mapping. How to identify what you
need to protect and where you're vulnerable.

4. Digital Hygiene and Best Practices. The “10 Golden Rules” for daily
cybersecurity across passwords, devices, and habits.

5. Security Culture and Continuous Training. Building a mindset of shared
responsibility — one person, one habit at a time.

6. Incident Response for SMEs. What to do before, during, and after a security
incident — and how to simulate one.

7. Zero Trust in Small Businesses. How to apply key principles of Zero Trust
without needing complex tools.

8. Supply Chain and Third-Party Risk. How to protect your business when
others have access to your systems or data.

9. Implementation Roadmap. Phased action plans and security maturity
growth paths (0-3M, 3-6M, 6-12M).

10. Resources and Frameworks. Methods, instruments, and checklists to help
you continue the journey.
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Next Steps (What You Can Do Tomorrow)
You don't need to do everything at once. But you can do something today:

e Assign a cybersecurity lead — even if part-time.
e Review your access, password, and backup practices.
e Choose a starting framework (NIST, ENISA, or E-ITS) and begin aligning.

Let’s Build a More Secure Region, Together

Your cybersecurity journey is just beginning — and you're not alone. Share what
you've learned, support other SMEs in your network, and keep learning.

Cybersecurity isn't just about protection — it's about trust, growth, and long-term
survival.

Funded by
the European Union
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Appendixes

Appendix 1: Glossary of Key Cybersecurity Terms for SMEs

Term

Definition

Access Control

The process of defining and managing who can access specific systems, files, or services within
your organization.

Attack Surface

All the possible entry points an attacker could exploit — including software, hardware, people,
and third parties.

Backup

A copy of important data stored separately so it can be restored in case of loss, damage, or
attack.

Cyber Hygiene

Routine practices that keep systems secure — like using strong passwords, updating software,
and avoiding suspicious links.

Cyber Resilience

The ability of an organization to prepare for, respond to, and recover from cyber incidents while
continuing to operate.

Cybersecurity
Framework

A structured approach (like NIST, ENISA, MASS) to help businesses assess, manage, and
improve their cybersecurity posture.

Data Breach

An incident in which sensitive, protected, or confidential information is accessed or disclosed
without authorization.

A method of securing data by transforming it into unreadable code that can only be unlocked

Encryption . -

yp with a specific key or password.
Firewall A system (software or hardware) that blocks unauthorized access to or from a private network.
Incident Response|A documented set of actions to follow when a cybersecurity incident occurs — from
Plan (IRP) identification to recovery.

Insider Threat

A risk that comes from people within the organization (employees, contractors) who
accidentally or intentionally cause harm.

Malware

Malicious software designed to damage, disrupt, or gain unauthorized access to systems (e.g.,
viruses, ransomware).

Multi-Factor

Authentication (MFA)

A security process that requires two or more verification methods to access an account (e.g,,
password + SMS code).

Phishing

A type of social engineering where attackers trick users into revealing sensitive data, often via
fake emails or websites.

Ransomware

Malware that locks your files or systems and demands payment (usually in cryptocurrency) to
restore access.

Risk Assessment

A process to identify, evaluate, and prioritize threats to your business and its data.

Social Engineering

Psychological manipulation used to trick people into giving up confidential information or
access.

Supply Chain Attack

When attackers compromise a third-party provider to gain access to a target company's
systems or data.

The method or pathway through which a cyberattack is carried out (e.g., phishing, USB drives,

Threat Vector . -
public Wi-Fi).
Zero Trust A security approach that assumes no user or system is automatically trustworthy — and verifies
everything before granting access.
%’% EU ( ;‘b ) E-AA‘C4 ., Funded by
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Appendix 2: List of Acronyms and Abbreviations

Acronym

Full Term

Definition / Context

APT

Advanced Persistent Threat

A long-term targeted attack where an intruder gains access and
remains undetected.

CEO Chief Executive Officer Top executive responsible for managing the company.
CFO Chief Financial Officer Executive managing the financial actions of a company.
CISA Cybersecurity and Infrastructure U.S. agency offering cybersecurity resources and alerts.
Security Agency
CISO Chief Information Security Officer Person responsible for the cybersecurity program and policies.
DDoS Distributed Denial of Service Attack where multiple systems flood a network to make it unavailable.
E-ITS Estonian Information Security Managed by NCSC-EE, includes minimal acceptable requirements and
Framework security level evaluation instrument
ENISA European Union Agency for EU’s center of network and information security expertise.
Cybersecurity
loT Internet of Things Devices connected to the internet (e.g., smart lights, thermostats).
IRP Incident Response Plan Step-by-step guide to detect, respond to, and recover from security
incidents.
LAC4 Latin America and Caribbean 4 Refers to Chile, Colombia, Mexico, and Peru in this context.
MFA Multi-Factor Authentication Security measure requiring more than one form of verification.
MITRE MITRE Adversarial Tactics, Techniques, |A framework of known adversary behaviors to assess security posture.
ATT&CK |and Common Knowledge
MSP Managed Service Provider A third-party that manages a company’s IT or security services.
MSSP Managed Security Service Provider A provider focused specifically on delivering outsourced security
services.
NIST National Institute of Standards and U.S. organization that develops the NIST Cybersecurity Framework.
Technology
RDP Remote Desktop Protocol Technology that allows users to access a remote desktop.
SME Small and Medium-Sized Enterprise A business with limited employees or revenue.
SOC Security Operations Center A centralized team responsible for monitoring and responding to
security threats.
VPN Virtual Private Network Tool that encrypts internet connections for privacy and protection.
WPA2/ |Wi-Fi Protected Access (2 and 3) Security protocols that protect wireless networks. WPA3 is the latest
WPA3 and most secure version.
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